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Abstract: Trust should be substantially based on evidences including historical behaviors and recommendations in p2p.
But experiments show that nodes usually just focus on the services they are interested in. For others they may ignore or
feedback at will. So in most cases the system suffers a lot from dishonest feedbacks and strategically cheating behaviors
of malicious nodes. Paper proposes a new trust model based on interest group and similarity recommendation, in which
nodes belong to their interesting groups, give feedback only to the service supplied by the same group for improving the
accuracy of the feedback and recommendations. By this way nodes trust are divided into two parts: trust intra-group and
trust inter-group according to their relations. Experiment results show that our trust model can help nodes effectively se-

lect appropriate interaction partners.
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1. INTRUDUCTION

P2P (Peer to Peer) is a distributed network, in which
nodes are keeping equivalent relations, connecting with each
other directly to exchange data and service. Because of the
open, flexible, and dynamic characteristics, P2P network is
used widely in fields of file-sharing, collaborative pro-
cessing, and real-time communication etc. But its anonymity
easily leads to the malicious nodes and hitchhike nodes ex-
isting in the network, and affecting the overall performance
of the system. To solve the problems, based on the concept
of trust management proposed by Blaze [1], the trust model
in P2P has appeared, whose central idea is: by analyzing the
data such as the historical behaviors of the interactions
among nodes, and the recommendations of neighbor nodes
etc, to determine whether the node is trustworthy or not, thus
avoiding the interactions with malicious nodes or untrust-
worthy nodes and further improve network security.

Trust model is a measurable system to evaluate the trust-
ful level of a node. Trust usually derives from two channels,
first is for the service quality, the second is for the evalua-
tions to other nodes. But different nodes may have different
interests when participating in network, for example, in file-
sharing applications, some nodes are only interested in music
files, some nodes are interested in video, so different interest
may lead to different evaluation standards, and resulting in
error assessments. To resolve these problems, this paper pro-
poses a trust model based on interest group and similarity
recommendation. In one group, nodes have the same interest,
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so they are more active and giving accurate evaluation. Sim-
ulation results show that this model can improve the service
quality effectively.

2. RELATED WORK

A lot of research work has been carried out on trust mod-
els, such as Altman gave a global trust model based on PKI
[2], in which many leader nodes were set for managing and
supervising other nodes, so this model had a high reliability,
but the expansibility was bad and the problem of single point
of failure existed; Paper [3] raised a trust model based on
Bayesian network to denote different performance of differ-
ent facet of the trust, but in fact this idea is essentially based
on the user's own subjective judgments, which could be with
prejudiced; Paper [4] gave a global trust model—EigenTrust,
which gave every node a global trust value based on histori-
cal transaction records and according to the value to decide
the transaction can be done or not. But the model presented a
sub trust set as the basis, which may be not reasonable and
hard to be used in the real world; Paper [5] proposed a new
trust model—PowerTrust, which is based on the EigenTrust
model and has improved performance and ability of resisting
malicious behavior, but still is has not considered the trans-
action amount and doesn’t facilitate the punish policy against
the malicious nodes. Paper [6] proposed PeerTrust model
based on feedback mechanism, which considered multiple
trusted evaluation factors, gave a comprehensive trust value
based on all the factors, but this algorithm did not consider
the convergence problem of the large-scale network and pun-
ishment of the malicious nodes; In addition there are also
many trust models based on node roles, fuzzy theory, cloud
and so on [7-10]. While these models have their distinct
method to solve the problem of nodes for abusing of P2P
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Fig. (1). Interest Groups.

Direct Trust

Fig. (2). Direct Trust.

resources and restrain the malicious behaviors of nodes, but
meanwhile they ignored an important fact, that, like human
society, nodes usually do not seriously evaluate a field which
is uninteresting to them, which results error assessments.
Therefore, this paper presents a trust model based on interest
group and similarity recommendation which improves the
effectiveness of feedback and recommendations.

3. NEW TRUST MODEL

3.1. Basic Definition

Interest group: We divide the whole network to N
groups according to different file types, such as movie
group, mp3 group, computer science group etc. Every group
has a leader node, whose responsibilities are to maintain the
information and global reputations of all nodes in his group,
and all the basic information of other groups including their
leader nodes, their network address etc. Usually the leader
node is the one who has the best performance. The remain-
ing are general nodes, which can freely submit their infor-
mation to the leader node and choose to join the interest
group that they are interested in as shown in Fig. (1).

Direct trust: the value is calculated based on direct
transactions between the nodes Fig. (2).

Reputation inner group: is the global trust inner group,
which reflects the node ability and trust of supplying ser-
vices to other nodes in one group.

Recommendation trust inter-group: The recommenda-
tion trust to nodes in different groups is the direct trust value
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Fig. (3). Recommendation trust inter-group.

of neighbor nodes, with higher similarity in this group as
shown in Fig. (3).

Decay of trust: Similar to the human society, both trust
value and reputation will decay with the passage of time,
which should be considered when constructing the trust
model. Assuming the valid time period is 7', evenly split to
M, time periods, so the span of each period is:

T =—o (1)

and the decay function can be defined to:

M.——c
T
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in which, 77 denotes the current time, Z denotes the time

when the historical transactions happened, parameter 6 5 is

the adjustment factor, which can be used to adjust the rate of
decay.

3.2. Implements

Direct Trust denoted by DTr, is the subject evaluated

trust value based on the historical direct interactions between
nodes. Assuming node p applied Tran, count service re-

quests to node y, in time period f, using Trans 14 denote

successful transaction times, "% to denote fail transaction
times. So the direct trust of V. to V» in this period is

Tran
DTr = S
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So in the whole valid time span, the direct trust of » to
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And @ is the rewards and punishments adjustment factor,

whose value range is between 0 and 1.
Reputation in group denoted by G, is the global trust
P

inner group, which reflects the node’s ability and trust for
supplying services to other nodes in one group. Within the
group, every direct trust value between nodes after each of
their transactions should be sent to the leader node and
stored there. Therefore if » nodes in one group, the leader
node should hold a m X m matrix for storing the direct val-
ues like this:

bt DIn, -- DIy,
DIy, = DTr,, -, . DT, ,
DTr DIr - DTr

ml m2 mm

Where DTr, denotes the direct trust of v 0N Then we

can get the group reputation of node y :

m=1

DTr,

N 1 (5)
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Recommendation trust inter-group is denoted by RTr .
Experiences show that recommendation trusts from nodes
with similar interests are more reliable which should be giv-
en higher weight. So in our model, when evaluating nodes
trust in other groups, we choose recommendations from the
neighbor nodes with the similar trust. This model uses the
cosine similarity function to measure trust similarity between
two nodes:

m=2
> DT, DTr,
i J
S = = , k=i

v m—2 m—2
\/Z(DTFM)Z \/Z(DT r):
k=1 k=1
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And N, is one node in the same group with N: and Nf.

Setting the similarity threshold, is §, choosing ? neighbor
nodes with bigger similarity than s, we can get the recom-
mendation trust:
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So, the final trust to one node is:

aDTr, , +(1—a)G£p In the same group

- @®)

Tasp =
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In whiche, g, are weight adjust factors, and 0<a <1,

B+y<1-

3.3. Transaction Process

Assuming node N, intend to download files from ¥, .
Firstly, N, has to estimate if V,is trustworthy or not.

So, there are two scenarios, the first one is:

XN, and N, in one group, then N, should do the work as
following steps:

1. Get the direct trust of ~, by their direct transaction
records. If there are no records in the database, set the trust
value to the initial value.

2. Send query request to the leader node in their group
for asking the N,’s group reputation.

3. Get the final trust by the equation 8, if the trust value
less than trust threshold, refuse the transaction, otherwise
start the transaction.

4. After finishing the transaction, store the new transac-
tion result with current time into its own database, and also
send the new trust value (by step 3) to the leader node to
update the global reputation of N, .

The second scenario is:

%N, and N, in different group, then N, should do the
work as the following steps:

1. Get the direct trust of », by their direct transaction
records. If there is no record in the database, set the trust
value to the initial value.

2. Search neighbor nodes with the larger similarity than
threshold in their group.

3. Get the recommendation trust of N, through the se-
lected neighbors.
4. Send query request to the leader node of N, and get

>

the N, ’s global reputation.

5. Get the final trust by equation 8, if the trust value less
than trust threshold, refuse the transaction, otherwise start
the transaction.

6. Store the new transaction result with current time in its
own database.

4. EXPERIMENTS

In order to evaluate this approach, we’ve made several
simulation experiments with PeerSim(V1.0). PeerSim is a
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Table 1. Simulation Parameters.

Parameter Name Value
initial trust value 0.65
trust threshold 7 0.65

valid time T 10 min

time period Tp 30 sec
time period count s, 20
adjustment factor p 0.8
weight o 0.7
weight 8 0.5
weight y 0.3
reward & punishment @ 0.8

network simulation software for P2P network, supporting
structured and unstructured P2P network simulation. We add
codes for implementing our trust model into the software and
set 2000 nodes in the network, 50 groups with 40 nodes in
each group.

In this simulation environment, we preset two types of
nodes:

a). normal node. All of these nodes supply real services,
and give real evaluations.

b). malicious node. Who will give false information and
do not give true files for download.

o o o
| 0 w
| 1 1

1LY 55320N5
o
(=2}
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For the sake of simplicity, each node in our system plays
only one role at a time, either the role of file provider or the
role of a downloader.

Meanwhile, we assume the network is an ideal model,
every node has the right to search all files no matter which
node they belong to. Then the node selects a more trustful
node it considered after evaluation judgment and downloads
the file it needed.

Simulation parameters are shown in the Table 1.

At the same time, for comparing the performance, we de-
velop the EigenTrust in experiment too

5. RESULTS

The goal of the first experiment is to see if the trust mod-
el can judge the trustful nodes, rightly, in order to get the
successful transaction. We set 20% malicious nodes in the
network, who will supply bad services, after 5000 cycles, the
fluctuation ratio of successful transactions is shown as the

Fig. (4).

From the Fig. (4) we can see that with the same initial
trust values, if there is no trust evaluation mechanism in the
network, the successful transaction rate decreases very fast
and finally fluctuates around 40%. But if we add trust mod-
els (EigenTrust or our model) to the network, the successful
transaction rate increases with the cycle. The reason is that
all these two trust models can effectively evaluate whether
the node is trustful or not. So the node can select the most
trustful node for its downloading and prevents it from the
malicious nodes. From Fig. (4), we can also conclude that
with the constant malicious ratio, our trust model has a better
successful transaction ratio than Eigentrust increasing with
the cycles and finally arriving at a steady state.

Fig. (4). First experiment.
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Fig. (5). Second experiment.

In the second experiment, we are increasing the rate of
malicious node to inspect the effectiveness of the model. The
result is shown in Fig. (5).

We can see that with the malicious nodes rate increasing,
the entire successful transaction ratio under the three condi-
tions is decreasing. But in no trust model condition, the ra-
tion decreases faster, in our trust model and EigenTrust the
ratio can also keep in a higher level. Relatively speaking, our
trust model still gets a best result.

CONCLUSION

To make nodes to develop trust and reputation among
themselves is a popular issue in peer-to-peer system where
many different resources are offered. Trust and reputation
mechanisms can provide a way for protection of unreliable
or malicious nodes. In this paper, we propose a new trust
model in p2p based on interest group and similarity recom-
mendation, which can improve accuracy of feedback and
recommendations, restrain the influences of random evalua-
tions. Simulations show that this trust model can help nodes
make effective decision for judging trustful node and im-
prove the security of the P2P network.

But frankly speaking, because of the complexity of the
real network and the behaviors of nodes with random uncer-
tainty, it is impossible to describe and identify all the charac-
teristics and elements of node’s behavior. Therefore, almost
all the existing methods for analyzing the similarity of be-
havior have their own limitations and only suitable for cer-
tain environments in which the node behaviors has some
fixed characteristics and easy to confirm. Our model also has
some weakness, for example, it can judge the node trustful or
not and punish it, but cannot deal with conspiracy cheating

of multiple nodes, and at the beginning we assumed the
leader node is trustful, but if it is not, our model does not
resolve the scheme. So next we will continue our research
around these two problems.
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