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Abstract: Aiming at the issues of the existing RFID grouping-proof protocol in security and privacy, an ECC-based RFID
grouping-proof protocol is proposed based on the privacy model and the identification protocol proposed by Jens Her-
mans. This article describes the proposed grouping-proof protocol and demonstrates in correctness, soundness and priva-
cy. The result of theoretical analysis indicates that this scheme meets the requirements of correctness, soundness and pri-
vacy, and compared with the similar schemes, this scheme has the higher efficiency. This protocol is low in cost, secure

and scalable, and has a certain practicability.
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1. INTRODUCTION

With the development and wide application of Internet of
Things technology, RFID industry has ushered the optimum
development opportunity. Compared with bar codes, the
RFID technology has the advantages of no contact, long dis-
tance, high anti-jamming capability, capability of identifying
moving objects, etc., has gradually become one of the most
popular technologies in the automatic identification technol-
ogy, and is widely applied to fields such as supply chain
management, identification of commodities and goods, med-
ical management and identity identification, affecting every
aspect of the lives of people. In the quick development and
actual application processes of RFID, tags to be identified in
some special occasions usually have obvious group charac-
teristics, namely two or more tags are needed to be scanned
“simultaneously” within a certain range, and the evidence in
which two or more tags are scanned simultaneously within
their communication range by the reader must be provided
[1]. Generally, the issues are referred to as the grouping
proof of tags, the identification and authentication of multi-
ple tags arousing more and more concerns of the people. The
issues have many scenarios of application [2-4]: medicines
prescribed by doctors belong to the same prescription, and
thereby reducing the administration risks; in the pharmaceu-
ticals industry, pharmaceutical manufacturers ensure that
medicines and prescriptions are sold together; and boarding
checks, passports, luggage, etc. are classified as a group to
ensure the security and integrity of information.

Researcher firstly studied the proof that two tags exist
simultaneously, and then expanded the study to the applica-
tion. Researches of RFID paid more attention to the privacy
and security of RFID, and the grouping-proof
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of multiple tags, arousing the extensive attention of re-
searchers. In the context of the wide application of RFID, in
addition to solve the common security and privacy problems
against the RFID system, it also needs to solve problems of
preventing attackers from forging the grouping-proof of tags,
preventing overtime during identification etc. The Yoking-
proof protocol, the symmetric cryptosystem-based grouping-
proof protocol, the tree-based grouping-proof protocol, etc.
[1, 4-6], which are proposed currently have solved the secu-
rity issues in the RFID grouping-proof to varying degrees,
but at the same time, they still have some defects. Lee ef al.
[7] and Hein et al., [8] proposed the possibility of taking
public key cryptography, and particularly elliptic curve cryp-
tography, to the RFID system. Vaudenay [9] proposed that
the identification and introduction of public key cryptosys-
tem to tags is necessary in order to keep the high privacy of
tags. The public key cryptosystem and particularly ECC-
based grouping-proof protocols are proposed and modified
continuously, but they still have some defects. This article
proposes the ECC-based grouping-proof protocol on the ba-
sis of analysis of the existing ECC-based grouping-proof
protocol, and finally, privacy and security of the proposed
system is analyzed.

The arrangement of this paper is as follows: the research
effort related to the grouping-proof protocol is introduced in
section 2; the design requirements and related number-
theoretical assumptions of the grouping-proof protocol are
introduced in section 3; the ECC-based grouping-proof pro-
tocol is proposed in section 4; the proposed protocol is sub-
jected to the proof of security, soundness and privacy, and
security of the new protocol is compared with that of the
existing protocol in section 5; and the full text is summarized
in section 6.

2. RELATED WORK

Juels et al., [1] proposed a proof program in which two
tags existed simultaneously, in 2004 for the first time, which
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is called as yoking-proof by the author, and it means that two
tags are scanned simultaneously. Later, J. Saito and K. Sa-
kurai [10] proved that Juels’s program was easily suffered
from replay attack, improved yoking-proof, and added
timestamp. They designed the timestamp-based grouping-
proof protocol which extended two tags to form multiple
tags. However, since the timestamp can be guessed in ad-
vance, so attackers can guess multiple timestamps in ad-
vance and sign the RFID tags used in the next conversation
attack. Therefore, Piramuthu [11] proved that the problem of
replay attack is not solved completely, and proposed that the
timestamp is changed into random number to resist the at-
tack. Peris-Lopez et al., [12] further indicated that the ran-
dom number-based grouping-proof protocol was insecure to
multi-conversation interference attack. Burmester et al., [13]
proposed a security model based on universally compostable
security framework aiming at the grouping-proof issue of
tags. However, it has proved that the modified protocol is
easily attacked by counterfeit in many ways. Lien et al., [14]
proposed a grouping-proof protocol which is irrelevant to the
response order of tags, improving the efficiency of the
grouping-proof protocol of tags. However, Lien’s grouping-
proof protocol may reveal the identification of tags, and
thereby violating the privacy of tags.

In the proposed random number-based grouping-proof
protocol, share group ID-based grouping-proof protocol,
tree-based grouping-proof protocol, etc., the methods of hash
function, message identification codes, pseudo-random
numbers, etc. are utilized mostly. The study of people on the
grouping-proof protocol is mainly focused on the fields of
hash and random function-based, sharing secret and pseu-
dorandom function-based and symmetric cryptography-
based algorithms, the issues of extensibility, security, priva-
cy, etc. exist, and only some basic privacy protections can be
provided.

Vaudenay [9] indicated that it was necessary to introduce
the public key cryptography algorithm to the RFID identifi-
cation protocol in order to provide higher privacy protection
in the identity information disclosure of tags. Lee et al., [7]
and Hein et al., [8] proposed the possibility of introducing
public key cryptography, and particularly elliptic curve cryp-
tography (ECC) into the RFID protocol. At the earliest,
Batina et al, [15] proposed ECC-based RFID grouping-
proof protocol with privacy protection. Lv et al., [16], how-
ever, indicated that it cannot resist tracking attack and pro-
posed an improved protocol. Later, Ko ef al., [17] discovered
that the protocol of Lv et al.,, [16] has a defect and proved
that the protocol cannot work, and proposed an improved
protocol to resist tracking attack. In 2012, Lin et al, [18]
proposed a grouping-proof protocol, improving the efficien-
cy of the protocol of Batina et al, [15]. Later, some litera-
tures [19-21] also proved the above protocol has the issues of
security and privacy, and proposed corresponding improve-
ment measures.

3. PRELIMINARIES

3.1. The Design Requirement of RFID Grouping-proof
Protocol

The basic requirement of designing the RFID grouping-
proof protocol is to ensure the privacy, correctness and
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soundness of the protocol. It is necessary to ensure the secu-
rity of correctness and soundness of the RFID grouping-
proof protocol. Correctness is that a legal label is always
accepted by the protocol; and soundness is that the probabil-
ity of accepting an illegal label is always negligible.

The definition of correctness and soundness is as below:

Definition 1 Correctness: a grouping-proof scheme is
correct, and if it is met, the probability of rejecting the legal
label by the grouping-proof protocol is negligible.

Definition 2 Soundness: a grouping-proof scheme is
sound, and if it is met, the probability of accepting the illegal
label by the grouping-proof protocol is negligible.

In accordance with the privacy model proposed by
S.Vaudenay [9], the definition of privacy is as below:

Definition 3 Privacy: the privacy game between the chal-
lenger and the adversary is divided into two stages: namely
the attack stage and the analysis stage. The inquiry of oracle
can be issued in the attack stage, the inquiry of oracle cannot
be performed in the analysis stage. The adversary can only
receive the corresponding sheet of virtual ID and actual ID
of tags and output as true or false, and in case of outputting
to be true, the adversary wins the game.

3.2. Related Number-theoretical Assumptions

(1) OMDL problem: assume g is the generator of which
the order is / in group G, after 7inquiry of the challenging

oracle and the 2 inquiry of discrete logarithm oracle O,(),

meet 7 < 7, and calculate the discrete logarithm of n random
points. For the oracle J,(), issue the inquiry, and output a

random element h & G; for the oracle Oy(), issue the inquiry
z, and output s € G,to meet z= g5 .

(2) DDH problem: assume g is the generator of which the
order is / in group G,, give g,4g,0¢,cg€ G,, and it is hard

to distinguish between zg and cg.

(3) CDH problem: suppose g is the generator of which
the order is / in group G,, give £, ag,6g € G,, and calculate

abg € G,

(4) XL problem: for points on the elliptic curve, the dis-
crete logarithm problem is equivalent to the solving of x-
coordinates of points. The difficulty of XL problem is almost
as hard as the DDH problem.

4. PROTOCOL DESCRIPTION

In order to ensure the correctness and security of the
grouping-proof protocol, the design of the protocol shall
consider the following principles:

(1) In the process of generating the grouping-proof pro-
tocol, it shall ensure the correctness of the grouping-proof
protocol of tag group and must identify the single tag and the
reader is verified, and only the grouping-proof information
provided by the legal tags and reader can be received;

(2) In the process of generating the grouping-proof pro-
tocol, it shall consider the privacy and security of the single
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tag and must consider the privacy and security of the tag as
the integral group;

(3) It shall be considered how to improve the efficiency
of grouping identification from the processing complexity of
the single tag, the processing complexity of the integral tag
group, and the processing complexity of identification.

The literature proposed the new privacy model on the ba-
sis of the adversary model proposed before analysis and de-
fines the privacy level under the model again. The new ECC-
based RFID identification protocol with higher efficiency is
proposed, as shown in the Fig. (1).
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s=d+x+er
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X (sP—dP—eR)e DB?

Fig. (1). Private RFID identification protocol of Jens Hermans.

This article considers the above principles comprehen-
sively and constructs the new RFID grouping-proof protocol
on the basis of the identification protocol. Symbols used in
the protocol are shown in the Table 1.

Table 1. Notations in the protocol

Notations Description
£ point on elliptic curve
., Y Server’s private key and public key
5,48 Tag’s private key and public key
27 The x-coordinate of T
7T, e Random number

The block diagram of the protocol is shown in the
Fig. (2):
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Fig. (2). Proposed grouping-proof protocol.

The description of the protocol is as below:

1) The reader sends the “start left” starting signal to the
tag A;

2) The tag A produces random number7,, calculates the
corresponding points 7, =7,/ and 7, =7,Y and send them
to the reader;

3) The reader sends the “start right” starting signal to the
tagBand 7,;

4) The tag B produces random number7;, calculates the
corresponding points 7, =7,/ and 7, =7}, and send 7,

and 7}, to the reader;

5) The reader produces random number ¢ and sends 7,
and ¢ to the tag A and send 7, and e to the tag B;

6) The reader collects grouping-proof information
(7,1,2,,,67,,7,,)and sends it to the verifier;

7) The verifier verifies that
Sd = tﬂZP_ 'X(—y];}l)P_ ei:zl (1)
8, = 1, L= 2T )P~ el (2)

If 8,and .S}, are registered in the database, verification is

successful, and the grouping-proof information of the tags is
received.

5. SECURITY PROOF AND EFFICIENCY ANALYSIS

5.1. Security Analysis

Theorem 1: This protocol is correctness in accordance
with definition 1.

Suppose that the grouping-proof is obtained based on the
above-mentioned calculation process, the proof procedure is
described as follows:
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tazp_x(yTbl)P_eTul
=(x(T,,)+s,+er,)P—x(yT, )P—eT,

3
=x(n,Y)P+s,P+er,P—x(yr,P)P—eT, 3
= Sa
1, P=x(y7,)) P el
=(7,)+s,ten)P—xyl,)P-el, @)

=xrY)P+s, P+erP—x(yrP)P-el,

In accordance with CDH hypothesis, 7,2 = »7,,, in order
to calculate the value, only 7, ory is given, the two values
are saved in the tags and the reader and are influenced by
attackers impossibly. Therefore, the protocol is correctness.

Theorem 2 In accordance with the definition 2, the pro-
gram of this article is correct under OMDL hypothesis.

Then, we prove that the program proposed by this article
is correct in the security model of the literature [22].

Proof: we assume that attacker A can forge the group-
ing-proof protocol, and we construct an attacker B to win the
OMDL game in the following way:

(1) X,=0,(-), X is used as the public key of the objec-
tive label,

(2) B executes A, in the first stage, B simulates the in-

quiry of SendTag() oracle of the i’th time in the following
ways:

a) Sendlag()—7,,, 7 ,,:

aly® ~a2g”
b) Sendlag(e)—1,,, :

1112,/' = 02 ('X(];)L/') + S0P+ 6]];] ,1')
then, the process of executing A and B is as below:

a) During the first-time execution, A sends
7,7

7,7,7,,7T, to the reader-writer and calculates x(17},)

al’®

and Z,,, and during the execution of the protocol, A uses the

oracle SendRe ader() and returns a new random number e

b) During the second-time execution, A sends
7,,7,,7,,7, tothe reader and calculates
r,=(t,—1,)/(e=¢) (5)
and
x=1¢,-x(7y)-er, (6)

and returns (., el._l (0= 2= A7}, ).

The opponent B simulates the above process, if B wins
the OMDL game, 7, =17,, but eand ¢ are random num-

bers, and the occurrence probability is negligible in case of
7, # 0. Therefore, this protocol is soundness.

Theorem 3 This protocol is privacy in accordance with
definition 3.
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In the improved protocol of this article, the identification
protocol in the literature [22] is utilized, and the security of
Jens Hermans protocol is inherited in security.

Proof: It is assumed that opponent A wins privacy game in
non-negligible probability (narrow strong privacy). We con-
struct the opponent B to win ODH hypothesis. B; simulates the
operation of opponent A. In accordance with the oracle model
and hybrid argument proposed by the literature [22], because
ly=xTp)+s,+er,, 1,=x1,)+s,terand 7, =77,

7, =rP andif H(7,)#0, (7 ,)#0 and e# 0 under XL

assumption, Z,,and 7, are independent of .5, and.s,.

A¥ wins the game in 1/2 probability as it cannot acquire

any information via 5, and 5.
|Pr[ A wins = Pr[ ' wins] | = [Prldwins]-1/2 |

- ;—Advﬁ"’”"y ™)

SZAQ’V,,;

Namely, at least one B, wins the ODH game in non-
negligible probability.

5.2 Efficiency Analysis

In accordance with the security analysis on the above
protocol, the Table 2 describes the comparison between the
improved grouping-proof protocol proposed by this article
and the grouping-proof protocol in the reference. From the
comparison, it is observed that the protocol of this article
basically meets the requirement of design objective, has the
characteristics of high privacy protection, tracking attack
resistance, efc., and meets the demand for security.

Table 2.  Security analysis of related works.
Replay attack | MITM attack | Impersonation
Protocol ;) . .
resistance resistance | attack resistance
Batina[15] A a X
Lv[16] a J X
Ko[17] a J X
Our protocol A A A

The Table 3 describes efficiency comparison between the
protocol proposed by the protocol and the grouping-proof
protocol in the reference.

Table 3. Performance evaluation of related works
Protocol The number of point multiplications of tag
Batina [15] 3
Lv[16] 3
Ko [17] 3
Our protocol 2
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CONCLUSION

This paper reduces the computation complexity as far as
possible under the premise of meeting the grouping-proof
protocol security requirement; is proven from the aspects of
correctness, security and privacy; and the analysis results
show that the protocol has strong security and privacy pro-
tection property. Compared with the past protocol schemes,
the generation efficiency of the grouping-proof protocol in
this paper is greatly improved.
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