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Abstract: Existing risk management methods have a tendency to be focussed on the threats (rather than the opportunities)
and the technology risk (rather than the organisational features of the problem). Also, they are better developed for quanti-
tative variables and where mathematically precise problem-representation exists than qualitative variables and where
knowledge of the system behaviour is only subjective. They thus have limited applicability to the management of strategic
risks at the organisational or sector level. This paper describes how risk management may be extended into risks other
than technical, include the opportunities alongside the threats, and accommodate strategic issues. A system modelling
method was used to develop a conceptual model for prophylactic risk management under these situations. The resulting
model is of a conjectural nature but is a starting point towards a theory for strategic risk management. It also has implica-
tions for practitioners, demonstrated by application of the methodology to a case study. The specific case under examina-
tion is the manufacturing industry in New Zealand, and the methodology was applied to a representative manufacturing
firm. The paper makes a methodological contribution in several ways. First, rather than concentrate on just the threats it
identifies the opportunities and specific mechanisms by which they might be captured. The paper makes another contribu-
tion by developing a theoretical model for intersecting risk management with strategy formulation, in ‘strategic risk man-
agement’. A third contribution is in the way the paper specifically addresses the risks faced by a manufacturing organisa-
tion. Within the limitations of the data available for this analysis, the results suggest that a strategy of outsourcing produc-
tion to a lower wage country is not the only possible solution for a product-manufacturing firm. The fourth contribution is
the provision not only of a theory, but also an integrated set of methods for use by practitioners. These methods are not
prescriptive, but instead offer suggestions that can be adapted to various situations. A suggested project plan for deploy-
ment is also provided. Strategic management of manufacturing is otherwise somewhat ad-hoc and poorly integrated with
risk management, and the model provides a method that could help organisations navigate the turbulence of the global
economic manufacturing sector. While the methodology has been illustrated by application to the strategic risk in manu-
facturing organisations, it has the potential to be used in other situations in response to threats and opportunities that affect

the long-term financial viability of the organisation.
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INTRODUCTION

Risk management is important in many sectors, and the
area under consideration in this paper is the manufacturing
industry. This industry has particularly large risks due to the
fluctuating patterns of global commerce. Regardless of the
average global trends in manufacturing, there can be major
threats (opportunities) that emerge at the national level, and
these are not dispersed equally. Small countries are particu-
larly sensitive as they do not have a large or diversified
manufacturing base, and thus their governments seek to ac-
tively manage the risks. Large industrialised nations have
different risks and likewise seek to avert threats and capture
opportunity through active planning. Note that in this context
‘risk’ refers to both threat and opportunity. Thus strategic
risk management becomes an important tool for these na-
tions to manage the risks to the economic success of their
manufacturing industries.
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1. BACKGROUND

The risk management methodology provides processes
for determining risk [1-3]. Risk is defined in the latest inter-
national risk-management standard 1SO31000:2009 as the
‘effect of uncertainty on objectives' [3] and specifically in-
cludes negative and positive outcomes, or what might more
generally be termed threats and opportunities. Typical stages
within risk-assessment are analysis, evaluation, and treat-
ment. Various tools such as fault tree analysis (FTA) and
failure mode effect analysis (FMEA) are available for use
within the analysis stages.

Standard 1SO31000 offers a way of thinking about risk,
and a framework wherein other more specialised risk identi-
fication and treatment activities can be placed. However
there are weaknesses in the methods, which makes them dif-
ficult to apply to the more strategic situations exemplified by
the manufacturing case.

First, notwithstanding the standard's assertion that risk
may be conceived as having negative or positive effects, the
reality is that the practice of risk management has a tendency
to be focussed on the threats rather than the opportunities.
Second, the specialised analysis methods within the risk do-
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main are better developed for assessing the technology risk
rather than the soft features of the problem. Thus the proc-
esses work well for root cause analysis for catastrophic
hardware failure.

Third, the standard intends that risk-management be em-
bedded throughout the organisation: that the methods
'[provide] the basis for effective governance' (sec. A.3.3);
that it be 'an integral part of ... strategic planning' (sec. 3b).
However, the standard itself does not specifically identify
the methods that practitioners might use for assessing risks
of the strategic opportunity type, and thus does not give
guidance in this matter. While there is guidance in the hand-
book [2] it is limited to SWOT analysis, and only a superfi-
cial mention without explanation. There is no reference in
either document to the broader literature on strategy, or other
methods that practitioners could use. Thus while the intent of
the standard is to apply risk-management to strategic situa-
tions, the actual demonstrated integration is weak.

The management literature for strategy-setting already
understands the idea of events being threat or opportunity,
perhaps better than risk-management itself. For example, the
Baldrige quality programme [4] has much to say that is rel-
evant to strategy, perhaps more so than 1SO31000 and
HB436. However strategy-setting does not generally use the
construct of risk being consequence-likelihood, nor the pri-
oritisation by risk magnitude.

From a methodological and process perspective, the re-
sidual issue is the weak integration between risk-
management and strategy-setting. Consequently, there is
opportunity for risk-management to prove that it can add
value to the strategic processes. The corollary is that there is
opportunity for organisations to introduce risk-management
constructs into their strategy-setting. In both cases there is a
need to move beyond mere assertions of integration and
show practitioners how this might be done, i.e. to develop
the methodology.

This paper demonstrates a method to extend risk-
management into strategic risks. It includes the opportunities
alongside the threats, and demonstrates how risk manage-
ment may be integrated into the strategic leadership for
manufacturing organisations. The specific case under exami-
nation is the manufacturing industry in New Zealand.

2. METHOD

The need exists for a methodology for strategic risk
management. The strategic elements are only mentioned in
the existing standards [1] without detailing the mechanisms
that might be used. Thus there is insufficient guidance to
allow practitioners to apply risk management in strategic
settings. The characteristics of strategy-setting that make it
difficult to integrate with risk management are its qualitative
variables and the high importance of capturing opportunities.
The risk management methods recognise that risk incorpo-
rates both threat and opportunity, but are weighted towards
the former and are weak at describing methods for going
about capturing opportunities.

The present work adopted a system modelling approach
to this problem. First, a conceptual model was developed for
the risk management and strategy processes. This model
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necessarily accommodates qualitative variables, and is thus
descriptive of the process rather than a simulation system.
The model integrates both topics: risk management and
strategy, and thereby provides a holistic treatment. Out of
this model emerge some processes, and these are then ap-
plied to the specific case of manufacturing engineering.

System approaches have been successful in other do-
mains for modelling the behaviour of complex systems. The
basic approach is to decompose the complex system into
components and describe the relationships between them in a
structured manner, thereby providing a synthesis of the be-
haviour of the whole. The following modelling approach was
used. The author refers to this as ‘dynamic process analysis’
(DPA) as it is designed to capture changeable effects under
high uncertainty. The method is characterised by structured,
deductive process that decomposes the process being ana-
lysed into multiple sub-activities (functions), and for each
deduces initiating events, the controls that determine the
extent of the outputs, the inputs required, the process mecha-
nisms that are presumed to support the action, and the out-
puts. Activities may be further decomposed as necessary to
depict the level of detail required. The resulting conceptual
model is expressed graphically as a series of flowcharts
using the integration definition zero (IDEFOQ) notation [5, 6].

The object types are inputs, controls, outputs, and
mechanisms (ICOM), and are distinguished by placement
relative to the box, with inputs always entering on the left,
controls above, outputs on the right, and mechanisms below.
The box itself describes a function (or activity), and the arc
(line arrow) describes an object. In most other flowchart no-
tations arrows represent sequence of activities. However,
with the present notation it is important to note that arrows
should be interpreted as conveying objects to activities
(blocks). An activity may begin autonomously when its re-
quired inputs are available and its constraints permit. Conse-
quently, the notation provides that multiple activity boxes
can be simultaneously active, i.e. concurrent or parallel. Se-
quenced activities (series) can still be readily modelled
where necessary.

The IDEFO notation was selected in preference to any
other form of flowchart as it has excellent ability to describe
complex processes. In turn this stems at least partly from its
explicit support for differentiating objects on the basis of
type, a feature not readily supported by block diagrams and
conventional flowcharts. Furthermore, it enforces a rigour
(that can be lacking in other flowchart approaches) and this
provides an element of built-in checking for consistency and
error-checking.

3. CONCEPTUAL MODEL FOR STRATEGIC RISK
MANAGEMENT

3.1. Prophylactic Risk Management (MfR-1)

The conceptual model is shown in Fig. (1) MfR-1. This is
for the activity of prophylactic risk management, i.e. activi-
ties prior to any risk event occurring. The process starts with
the definition of the scope (1) then the next activity is to
identify root causes (2) of failure (or success). Next is to
analyse risk (3) for each of these hazards to give conse-
quence and likelihood of the event. The combination is risk.
Then it is necessary to evaluate the risks (5), after which are
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activities to treat the risks (6) giving reduced consequences,
likelihood or exposure to failure. In parallel is the activity of
consulting affected stakeholders (7). This process is broadly
consistent with the standard [1] although represented differ-
ently.

3.2. Define the Scope of the Risk Analysis (MfR-1-1)

The scope defines that which is included and excluded
from the analysis. This is important because it constrains the

The Open Industrial & Manufacturing Engineering Journal, 2010, Volume 3 15

subsequent decision-making. A proposed model for scope
definition is shown in Fig. (2) MfR-1-1. The ultimate out-
come, as per AS/NZS 4360, is to identify key characteristics
for the project (1), and the criteria for tolerable risk that will
be used in decision-making (2). The scope also depends on
human behavioural effects. One is the strategic oversight (3),
since risk assessment occurs within organisations which in
turn are striving to meet strategic objectives as they respond
to (or influence) their external environment. Another is indi-

% candidate
objPeecrt(i;\?;;edfor solution and environmental
organisation (see context of events, hardware,
Om-3-1-3) system and human
L failures occur
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of thle rl_sk | e T ek
analysis analysis
(1: MfR-1-1)
new or changed
F root causes
anticipated =
Identify root environmental Predict consequence
events, outcomes and likelihood
CAUSes hardware, and Analyse risk of root causes
(2: MfR-1-2) human root . f
(3: MfR-1-3)
causes f;
ived social risk
perceived | Consult affected perceptions and
present benefits f £ aff 4
and fiitire — stakeholders values of affecte:
hazards (4: DM-4-3) people for tthls
L. . concep
Demsmn-n_’naklng project decision
under risk (approval, decline,
(Evaluate risks) remedial action, new alternative concepts
(5: MfR-1-5) concept) suggested by
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risks
system with reduced
likelihood of hazard
basic system ) emerging
(organisation, Treat risk hazard resistant
product, plant, (6; MfR_1_6) system
process, service) system with reduced
exposure to or

A

risk treatement
mechanisms

Note:

consequences of
hazard

effectiveness of
existing
treatments

[1] This set of activities involves anticipating the risks before they arise. This is conventional ‘risk management' (RM), as described for
example in standard AS/NZ 4360 (2004). It is a structured approach that involves first identifying the potential root causes of a failure. Then
the risk is determined. In this context ‘risk' has a specific meaning: it is deemed to have likelihood and consequence components, and these
are independent of each other. In other contexts ‘risk' can have different meanings including likelihood or hazard event, so some caution is
required. The risks for each of a variety of hazards are then determined. If both likelihood and consequence are quantifiable then risk is
simply the product of the two. For qualitative variables the risk have to be shown graphically. Either way, the more serious risks may be
identified and treated. The current model subsumes the activities in the risk management standard AS/NZ 4360 which are ‘establish the
context’, ‘identify risks’, ‘analyse risks’ for consequence and likelihood, ‘evaluate risks’, ‘treat risks’, ‘communicate and consult’, and ‘monitor

and review’.

Fig. (1). Prophylactic risk management (MfR-1).
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[1] A useful scope would include a definition of what types
of key characteristics will be admitted (e.g. function,
safety, cost, reliability, schedule, environmental,
strategic), the goal for each, ‘how likelihood will be
defined’ (SAA/SNZ HB436, 2004, p32), and the criteria
for tolerable risk that will be used in decision-making.

[2] Risk management is often a political process, where
various stakeholders seek to obtain power to influence
the outcomes to their own well-being. This model
identifies several ways: the most directive is obtaining
sufficient political power to define the actual decision
process, e.g. control of governance body. Another way is
to define the key characteristics for the decision, or at
least to influence the definition of what constitutes
success, e.g. through the consultation process. They may
also seek to redefine those key characteristics later in the
process if they are dissatisfied with the emerging
outcomes. They will seek to have other or modified
dimensions included in the decision. To reduce later
dispute, it may be advantageous to define the key
characteristics fully, early, and inclusive of all
stakeholders. Doing so may prevent the downstream
process from loosing direction due to late arguments
about the key characteristics that will be included.

Fig. (2). Define the scope of the risk analysis (MfR-1-1).

vidual cognitive attitudes to risk (5). Both these are de-
scribed in separate models, not detailed here.

The third behavioural effect is definition of the decision
process (4), which involves politics, i.e. obtaining the power
to control others. Risk management is often a political pro-
cess [7, 8], where various stakeholders seek to obtain power
to influence the outcomes to their own well-being. One of
the ways they do this is to define the key characteristics for
the decision, or at least influence the definition. They may
also seek to redefine those key characteristics later in the
process if they are dissatisfied with the emerging outcomes.
Furthermore, stakeholders are not limited to customers and
organisational owners, because other affected people (e.g.
trade partners) will also have expectations of the project that
may need to be included. Ideally the decision process (4) and

Scope: definition of factors to
be included (excluded),
Criteria by which it will be
known if the risk assessment

is adequate
Define the Description of the intended
purpose and purpose for which the risk
scope (6) assessment will be used

Intended users,
readership

the tolerable risks will be agreed by all these stakeholders
prior to the analysis, though in practice this is often difficult.
A separate model explores these issues.

The standards are premised on the assumption that the
scope for any risk assessment can be completely and ration-
ally defined. Here a different idea is proposed, that definition
to such levels of determinism is not always possible, in
which case the scope might at least describe the factors to be
included (excluded), criteria by which it will be known if the
risk assessment itself is adequate, and a description of the
intended purpose for which the risk assessment will be used
and who the audience will be (6). Thus the scope extends
beyond the immediate concept of the technical system to
include the wider context from where hazards may originate.
There is a risk of unintentionally restricting the scope and
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consequently failing to identify key hazards [2, p35]. This
failing may arise if the scope is too focussed on the intrinsic
system (e.g. the technical concept) and fails to include the
wider context from where hazards may originate, e.g. the
external environment, and operator/user errors. It is precisely
in the area of strategic risk that the standards have the least
to say, and that is the next part of the model.

3.3. lIdentify Critical Success Factors for the Venture
(MfR-1-1-1)

A core part of the scope is identifying the critical success
factors for the venture, e.g. the business unit or firm. Scope
definition is highly context specific, i.e. depends on the or-
ganisation and the proposed project, and this makes it diffi-
cult to provide supporting tools.

Regarding who should be involved, one of the principles
of 1SO31000 is that of inclusivity: that the views of stake-
holders should be considered when setting risk criteria (sec.
3i and 5.3.2) and HB436 elaborates on who those might be
(sec. 4.3).

Regarding how the scope (or context) might be deter-
mined, HB436 provides some limited material to guide the
process: primarily SWOT analysis. Regarding what a scope
statement might include, the risk-management perspective is
that the scope includes a definition of what types of key
characteristics will be admitted (e.g. function, safety, cost,
reliability, schedule, environmental, strategic) [2], the goal
for each, “how likelihood will be defined' [2], and the criteria
for tolerable risk that will be used in decision-making.

However the risk management standard does not have
much to say about this would be achieved, especially not the
strategic implentations. While it is a useful start to have a list
of possible key characteristics, [2, Table 1], which have been
represented in Fig. (3) MfR-1-1-1-3, the wider issue is ap-
plicability. In particular, how does a risk assessor identify
which are relevant to a particular case?

A solution is offered in Fig. (4) MfR-1-1-1, which sug-
gests that it may be helpful to first identify the purpose for
the venture (1), next the dimensions in which success is de-
sired (2) (see Fig. (3) for some ideas), and then the criteria
(qualitative or quantitative) by which success will be judged.
Thus the purpose for the firm shapes the types of success
desired (e.g. not-for-profit and commercial ventures have
different dimensions of success), and the characteristics of
success. This is a process of aligning the product and pro-
duction systems with the strategic objectives of the organisa-
tion. Thus the author is suggesting that risk assessment,
when applied at strategic level, needs to accommodate the
fundamental purpose of the venture.

A ‘venture’ could be a simple project, a whole organisa-
tion, or say a national manufacturing sector. Risk manage-
ment is only one part of the venture, and in the end there will
be the production of a product/service (4). Thus, when risk
management is being applied at organisational level the is-
sues become strategic rather than technical, and the risk
standards are not strong at this. It becomes necessary for the
risk assessment to also include the preservation of factors
that currently enable success (7), and identify the destabilis-
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ing strategic challenges (business sustainability, operational
processes, staff capability) (8).

3.4. Identify Strategic Risks to the Organisation (Om-3-1-
3)

In the present context strategy is the proactive response
to change. This includes the anticipation of uncertain future
events, development of an envisaged future state of the or-
ganisation, and the activity of motivating others and equip-
ping the organisation for that future. (Here organisation may
refer to a work group, business unit, firm, industry sector, or
state).

A related model exists for the process of setting strategy.
Part of that model is relevant at this point as shown in Fig.
(5) Om-3-1-3. Strategy setting is a complex process without
a strong underpinning theoretical foundation and while there
are some tools such as SWOT and PEST (see below), the
overall process tends to be situationally specific and subjec-
tively dependent on the personalities of the leaders involved.
A slightly more structured approach is provided by the Bald-
rige framework [4], and the present model is broadly consis-
tent with that, though the representations are different.

The main activities in the present model, not necessarily
in the order in which they would be done since they could be
overlapping, are as follows. There are activities to anticipate
future changes in environment or technology (1), identify
regulatory (2) and market (3) constraints, identify the life
cycle of the product (5) (e.g. proximity to obsolescence and
opportunities for refreshed or derivative products), and iden-
tify capability risks internal to the organisation (6). These are
inputs to the activity of identifying the risks (threats and op-
portunities) to the organisation (4). The diagram contains
other information, including identification of the objects in-
volved, which space prevents being elaborated here. How-
ever attention is drawn to the opportunities (threats) present
in various places in the diagram, these being: new product
category born (dies); law change; staff capability. This is not
an exhaustive list but simply illustrates the fact that risks
present as both threats and opportunities, and not always in
the most obvious ways.

The other important detail in the diagram is the identifi-
cation of the mechanisms available to support the strategy
process. These are SWOT analysis (internal strengths and
weaknesses, external opportunities and threats), and PEST
analysis (Political, Economic, Social, Technological, some-
times also Ethics and Demographics).

3.5. Identify Tolerable Risk (MfR-1-1-2)

The tolerable risk determines people’s perceptions of ac-
ceptability of various degrees of risk. The model for this is
shown in Fig. (6) MfR-1-1-2. It is proposed that tolerable
risk is generally set implicitly (2) based on individual sub-
conscious risk preferences (1), perceptions of the compe-
tence of subordinates (3), and organisational risk appetite set
through the governance function (5). The model links
through to other models on governance and cognition, but
these are not elaborated here.

The textbook type process is that risk preferences should
be determined explicitly before decision-making occurs.
Perhaps this might be ideal, but the present model suggests



18 The Open Industrial & Manufacturing Engineering Journal, 2010, Volume 3

Identify key
characteristics
for function (1)

product specific
functionality

equipment fire,
electric shock,

for cost (3)

; injury
Identify key
characteristics
for safety (2) process
detriments,
noise, chemicals
production time,
takt time
Identify key
characteristics rate of return

producer and
consumer life

[

cycle costs

Identify key
characteristics
for reliability (4)

availability,
reliability,
queuing time

|

disruption to

existing
. production
Identify key processes
characteristics
for project
schedule (5)
delivery dates
Idenllfy key acceptable input
characteristics materials, wastes
for .
environmental N e Impactof
: facilities
impact (6)
. participative
Identify key decision making
characteristics .
for ethics (7) g Wekbeng of
community, staff
reputation,
> image, of
Identify key producer
characteristics
for strategic
benefit (8) increase staff
M\ capability
(learning)
Identify other key
characteristics
9)

Fig. (3). Identify key characteristics of success (MfR-1-1-1-3).

Notes

[1] These key characteristics will vary for different projects, and
only a sample are shown here for a generic project. They are
based on the Key Elements of SAA/SNZ HB436 (2004).

[2] The key characteristics form the basis for subsequent
evaluation of the risk, i.e. they become dimensions in the risk
management decisions. Thus they appear in the downstream risk
matrix (see MfR-1-3-6-2).

[3] Risk management is often a political process, where various
stakeholders seek to obtain power to influence the outcomes to
their own well-being. One of the ways they do this is to define the
key characteristics for the decision, or at least to influence the
definition. They may also seek to redefine those key
characteristics deeper into the process if they are dissatisfied with
the emerging outcomes. They will seek to have other or modified
dimensions included in the decision. To reduce later dispute, it is
advantageous to define the key characteristics fully, early, and
inclusive of all stakeholders. Doing so may prevent the
downstream process from loosing direction due to late arguments
about the key characteristics that will be included.

D.J. Pons
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A core part defining the scope is identifying the critical success
factors for the venture. At the strategic level the ‘venture’ is the
organisation itself. The risk management standard and literature
does not have much to say about this would be achieved, so the
author suggests the process shown here. The purpose for the
firm shapes the types of success desired (e.g. not-for-profit and
commercial ventures have different dimensions of success), and
the characteristics of success. This is a process of aligning the
product and production systems with the strategic objectives of
the organisation.

Fig. (4). Identify critical success factors for the venture (MfR-1-1-1).
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(a) 'Strategic Challenges The term "strategic challenges" refers to those pressures that exert a decisive influence on an organization's
likelihood of future success. These challenges frequently are driven by an organization's future competitive position relative to other providers
of similar products or services. While not exclusively so, strategic challenges generally are externally driven. However, in responding to
externally driven strategic challenges, an organization may face internal strategic challenges. External strategic challenges may relate to
customer or market needs or expectations; product, service, or technological changes; or financial, societal, and other risks. Internal strategic
challenges may relate to an organization's capabilities or its human and other resources' (NIST, 2005).

(d) Includes health& safety, accreditation, industry standards, regulations (financial, environmental, product).

Fig. (5). ldentify strategic risks to the organization (Om-3-1-3).
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that the process is instead implicit and subconscious. Conse-
quently, people are likely to be still ambiguous about toler-
able risk late into the decision-making process. When risk
may be quantified (e.g. financial value), then it is perhaps
more possible to be explicit about risk tolerance, and earlier.
However, strategic risks tend to be qualitative, and therefore
other methods are necessary for representing the risk toler-
ance.

The 1SO31000 approach to risk management calls for its
application at all levels of the organisation. However it does
not specifically identify the different levels of decision-
making (and hence varying risk-tolerance) that may occur in
an organisational context. It tacitly assumes that risk man-
agement is conducted by a single knowledgeable expert, or
at least that there is homogeneity of risk tolerances, and that
risk tolerances can be explicitly set beforehand.

In the present model it is suggested that strategic risk tol-
erance follow the naturally occurring delegation of decision-
making within the organisation. Everyone inside an organi-
sation knows what problems do and don’t need to be esca-
lated to superiors, this being part of the organisational cul-
ture. In more formal organisations this occurs through ex-
plicit delegation of authority. In many others the knowledge
may be tacit, but it is real nonetheless. Thus a pragmatic way
of extracting risk tolerances from an organisation may be to
transform it to the dimension of corporate authority and ask
“Who should be informed?” This is illustrated within Fig. (6)
MfR-1-1-2, where four levels have been assumed: Directors,
Top management, Immediate supervisor, and Work team.
Thus a negligible risk loss or gain would, by this table of risk
tolerance, be managed at the workgroup level (empower-
ment) with routine procedures and general monitoring. At
the other extreme, high risk loss or opportunity would in-
volve the directors and executives deliberately considering
the issue and making novel plans to avoid (capture) the risk.
The diagram captures this graded response possibility.

This table of risk tolerances is flexible. It can be adapted
to different organisational circumstances. It is particularly
intended to assist with qualitative risk assessment in the or-
ganisational situation, such as arises for strategic risk man-
agement. It also circumvents the problem whereby individu-
als find it difficult to articulate their risk tolerances because
they are subconsciously held.

4. APPLICATION TO CASE STUDY

A conceptual model has been shown for strategic risk
management. However the model is at a relatively high level
of abstraction and this section describes its application to a
specific case study, this being a specific manufacturing or-
ganisation in New Zealand (NZ).

4.1. Context of Manufacturing in New Zealand

Manufacturing is important to New Zealand as it repre-
sents ‘15% of GDP, 63% of exported goods, and 14% of the
total workforce’ [9]. However, the globalisation of manufac-
turing has severe risks for countries like NZ with its higher
production costs, small domestic markets, and geographi-
cally stretched supply and distribution chains. Nor is manu-
facturing always immediately associated internationally with
NZ, which is better known for its scenery and tourism. In-
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deed even within NZ manufacturing is somewhat obscure
and media coverage and political commentary are often dis-
missive of the future of manufacturing [10]. Also, there has
indeed been some long-term regional decline in manufactur-
ing jobs [11].

Manufacturing industries therefore have significant eco-
nomic risks in NZ. Furthermore, NZ businesses are small:
‘96% employ fewer than 20 people’ [12]. Consequently
there is the danger that they may not have the people or fi-
nancial resources to respond fully to risks, whether those be
opportunities or threats. Thus, the risk is of losing the ability
to create high-value exports, [10], and thus they might con-
tract rather than thrive.

This section explores the problem, using the strategic risk
management methodology developed above. The questions
that need to be explored are: ‘what are the risks, both the
threats and the opportunities?’, and ‘how can these most ef-
fectively and efficiently be treated/captured?’

4.2. Critical Success Factors

The specific case under examination is a medium sized
manufacturing firm in New Zealand; see Appendix A for
company profile. Applying Fig. (2) MfR-1-1-1 to the firm
under examination, the following observations were made:

. Identify purpose for the venture (firm) (1)

The firm advertises itself as innovative, and per-
ceives itself as primarily a design and production
organisation.

. Identify dimensions in which success is desired (2)

Concepts of quality and reliability feature strongly
in its literature. Financial viability is an implied re-
quirement.

. Identify key characteristics of success (3)

In general, the criteria for success for a manufactur-
ing firm are customer satisfaction (quality), high re-
liability (low warranty claims), robust cash-flow
and dividends to owners.

. Produce product/service (4)

The dominant commercial output from the firm is
physical product.

. Adjust constraints on production (5)

This aspect could not be determined in the present
analysis which focuses on the big picture. However
a brief description of the concept may be useful for
practitioners who wish to apply it to this level of de-
tail. The concept is that an important function of
executives is to set the enabling and limiting factors
on the production of the organisation (production
can include products as well as services and other
less tangible outcomes). The limiting factors pre-
vent the business production processes from stray-
ing into error, and may use quality control methods
to achieve this. However elimination of errors is in-
sufficient on its own: there also need to be enabling
factors, i.e. methods for initiating motivated behav-
iour of staff, and for creative innovation. Organisa
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Fig. (6). Identify tolerable risk (MfR-1-1-2).

tions may struggle to find the balance between the
enabling and the limiting factors. Some organisa-
tions emphasise the limiting factors because they
are averse to failure, and tend to becoming bureauc-

racies where there is a process for everything but
also staff demotivation towards the organisational
purpose and consequently stasis of the organisation.
Other organisations emphasise the enabling factors
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by performance-based-pay and other extrinsic in-
centives, and risk immoral organisational behaviour
along the way. The concept in this model is that the
organisation will adjust the constraints on its pro-
duction to avoid the worse errors and encourage be-
haviour that is appropriate with the organisational
purpose and also socially acceptable (however it
construes the latter). Mechanisms to achieve this in-
clude procedural controls, extrinsic incentives, and
intrinsic motivators. This is a job for executives
since (a) it concerns internal alignment of the or-
ganisations, business processes with its stated pur-
pose, and (b) it is difficult to achieve since the or-
ganisational culture is often a restoring force.

. Build robust production mechanisms (6)

This detail does not feature in the present analysis
as the case study does not go to this level. However
a brief description of the process follows. The basic
principle is that the production mechanism needs to
robustly deliver the venture outcomes. For example,
‘robust’ in the context of assembly of dishwashers
refers to consistent quality of product and may pre-
scribe quality controls to achieve this. However
‘robust’ as regards the process of designing the
dishwashers refers to providing functions to satisfy
the customer and different mechanisms would be
used in comparison to the assembly case. Recall
that ‘production’ here refers to any process for pro-
ducing product or service, etc. and therefore corre-
sponds to the business processes in general. Robust
refers to the ability to tolerate perturbation, as op-
posed to a fragile system that only operates well
under certain conditions and otherwise not. The
production systems vary widely, being dependent
on the nature of the business. For example, manu-
facturing organisations might use just-in-time (JIT)
or other lean inventory strategies, and they may
even tweak them to make them more robust (there
are limitations with pure JIT that present as fragility
under certain conditions). Whatever the production
systems, they need to consistently produce quality
products.

. Preserve enabling factors (7)

This is another detailed component that was beyond
the scope of the present analysis. The central idea is
that no organisation stays totally in stasis or un-
changing equilibrium with its environment; either
the external or internal environment changes. Ex-
ternal changes include competitors, legislation, cus-
tomer preferences, technology, etc. Internal changes
include staff-turnover, production system, new
leadership, etc. The changes may be incremental or
radical jumps. Thus the factors that might be mak-
ing the organisation successful at the present may
not persist into the future. It is therefore necessary
to preserve those changing success-factors. For ex-
ample, if an organisation relies on innovative, moti-
vated and hard-working staff, how will it preserve
that behaviour as a new generation of employees
enter the organisation with different expectations of
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life and employment? Or, if organisational success
is currently caused by customers perceiving the
product to be of superior quality, how will that per-
ception of quality be maintained when other com-
petitors emerge offering higher quality or lower
price (or both)? Leaders within the firm understand
the factors that currently result in organisational
success (see #3) and (a) seek to preserve those fac-
tors while that is still appropriate, and (b) change
them as necessary as the competitive environment
changes.

4.3. Risk Analysis

The strategic risk analysis followed Fig. (5) OM-3-1-3. It
was based on SWOT analysis, but categorised by PEST
analysis. Each of the risks was assessed for consequence and
likelihood, and the assessment placed in Table 1. As the case
concerns strategic risks, the analysis has used qualitative
rather than quantitative variables, as the latter can misrepre-
sent the precision. The likelihood scale was ‘almost certain,
likely, possible, unlikely, rare, very rare, almost incredible’.
The consequence scale was ‘severe loss, major loss, moder-
ate loss, minor loss, negligible loss, neutral, negligible gain,
minor gain, moderate gain, major gain, huge gain’. Alterna-
tive scales are possible. Results are summarised in Table 1.

Column 1: The table is structured by PEST and the exter-
nal/internal origin of the risk.

Column 2: The anticipated threats and opportunities are
shown, based on SWOT analysis. The data are simply repre-
sentative rather than complete.

Column 3-4: The likelihood (column 3) and consequence
(column 4) were assessed.

Column 5: Overall assessed risk priority, refer next section.
4.4. Risk Evaluation

Risk tolerances were used as per the risk scale in Fig. (6)
MfR-1-1-2. This assigns a description of the level of risk,
ranging from “high risk loss’ to ‘high opportunity’. This par-
ticular seven-point scale is the author’s construction and was
found to have sufficient resolution for the case under exami-
nation. Alternative scales are possible.

For convenience a colour was identified with each level
of risk. The same colours were then assigned to the risk map
(Fig. 7) MfR-1-3-6-2. Again this is a subjective process and
can be expected to vary from case to case as it reflects situ-
ational and personal risk tolerances. Some firms will have an
appetite for opportunity and the resources to survive if cap-
tured opportunities fail to be profitable, whereas other firms
will seek to always play-it-safe. These thoughts will influ-
ence their risk tolerances and thus the assignment of risk
colour to the risk map. The assignment used here is simply
the author’s suggestion as a starting point. Therefore firms
that sought to replicate the study for their own situation
could discuss the risk tolerances of decision-makers within
the firm, and modify the risk scale and risk map accordingly.

The risks were then plotted by consequence and likeli-
hood on the risk map, see Fig. (7) MfR-1-3-6-2. Internal
risks are highlighted. For meaning of background shades
please see the Risk Scale in Fig. (6).
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Table 1. Risk Register

D.J. Pons

Column 1 Column 2 Column 3 Column 4 Column 5
Category RISk/(E;J)pTrrtiitit(;; ™) Likelihood Consequence (impact) Risk (priority)
Political risk Country is politically stable and enjoys transparent responsible government.
. - . Negligible )
External (+) Political stability almost certain ) low opportunity
gain

Economic risk

The firm, being primarily manufacturing based and relatively small on an international scale, is exposed to
exchange rate fluctuations (high exchange rate suppresses exports), and competition on the basis of price
(from other countries). Productivity is high due to good worker motivation and efficient plant, although other
low-wage countries are also rapidly increasing their productivity so the advantage is likely to be lost over the
next decade. However cost of living is relatively high being a developed country, so wages are high and limit
the ability for the product to compete on the basis of cost. Furthermore, the small organisational size poten-
tially limits its ability to scan for and have the resources to respond to opportunity-risks, even if small size
confers nimbleness.

External (-) Exchange rate likely moderate loss
External (-) Price Competition almost certain major loss
Internal (+) High Productivity likely moderate gain medium opportunity
Internal (+) Org. Adaptability possible moderate gain medium opportunity
Internal (+) New C.ustomer solu- possible major gain
tions
Social risk Union activity is generally responsible and worker rights do not impede commercial innovation.
External (-) Labour disruptions unlikely moderate loss medium risk loss
Internal (+) Innovative staff likely major gain

Technological risk

The products (e.qg. refrigerators) are commercial work-horses, but use standard technology and therefore are
imitable. The technology barriers for entry of a competitor are low. The design is both functional and attrac-
tive, and this adds value to the product. However those design features are also imitable.

Internal (-) Obsolete technology possible moderate loss _
Internal (+) Innovative product possible major gain medium opportunity
The company brand (design excellence, product reliability) is consistent with the brand at national level: NZ
Ethics is known by attributes such as pure, sustainable, innovative, efficient, clean, honest, value, (but not necessar-

ily inexpensive).

(+) attributionally branded likely major gain _
product

Demographics

Along with most developed countries, NZ is likely to see two demographic effects: (a) a graying of the popu-
lation, and (b) growing non-European component of the new generations.

medium risk loss

(-) Product irrelevance unlikely moderate loss

(-) skills shortage possible moderate loss
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Fig. (7). Map likelihood vs consequence (MfR-1-3-6-2).
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The importance of each risk was then determined by the
colour of region in which it lay on Fig. (7) MfR1-3-6-2. This
allows the risks to be categorised according to the risk scale
of Fig. (6). The resulting risk priority of each risk was in-
serted into Table 1 Column 5. This is important as it permits
the risks to be (a) prioritised, and (b) allocated to different
functional groups within the organisation. The usual process
is that higher priority risks need some attention or treatment,
whereas low priority risks can be handled as routine opera-
tions or ignored altogether. Organisations have scarce re-
sources and in this way risk management helps focus on the
issues that are worth solving.

The final result is that the analysis identifies several large
threats and opportunities, and these are extracted to Table 2.
Note that only the largest risks are included here.

Table 2. High Risk Losses and High Opportunities

Risks

Exchange rate New Customer solutions

Price Competition Innovative staff

Obsolete technology Innovative product

Skills shortage Attributionally branded product

4.5. Treatment for Strategic Risks

Some of the threats can be readily treated on their own.
For example Exchange rate volatility may be covered by
insurance or currency hedging if necessary, and the risk of
obsolete technology countered by capital investment. In turn
that might involve a second round of analysis, seeking ways
to raise the necessary capital. Likewise the opportunities
could be captured by individual projects. However, at a stra-
tegic level it makes more sense to take an integrative rather
than piecemeal approach, and seek to design a single strategy
that will treat as many threats and capture as many opportu-
nities as possible, and then leave the residual components to
be addressed by specific projects within the organisation.
Possible strategic options for consideration:

Scenario 1: Move Production Overseas

This scenario is primarily a response to the threat of
Price Competition. Many other manufacturers have taken
this decision-path.

Benefits: Moving manufacture to Asian countries
with cheaper production costs, and retain-
ing the design and corporate management
locally, is a solution, though perhaps a
short-term one. It is almost certain to be ef-

fective regarding production cost.

Detriments: However firms that have attempted it
sometimes report’ that the geographic
separation between design and manufac-

ture means that less and less development

Personal communication, Canterbury ICT Cluster meeting, 3 Oct 2007,
held at Allied Telesis Labs, Christchurch.

D.J. Pons

gets done locally, it being easier to get it
done closer to the manufacturing plant.
This is due to the intimate relationship be-
tween design and manufacture, especially
regarding continuous quality improvement,
e.g. reducing production waste and in-
creasing efficiency. Furthermore, out-
sourcing of manufacturing may not capture
all opportunities. It tends to involve large
product volumes based on common hard-
ware platforms or components, and thus it
could be difficult to differentiate the prod-
uct from other competitors or to produce
low volumes of customised products. Thus
this solution could preclude capture of op-
portunities like new customer-solutions.
Furthermore, outsourcing manufacture to
low-wage countries tacitly assumes that
those countries will always remain low-
wage, whereas it is more prudent to as-
sume that their standard of living and
hence labour costs will rise over time. It
may be difficult for a firm to bring design
and production back in-house when eco-
nomic or strategic changes make that nec-
essary, if the local human and technologi-
cal capability has been lost. So outsourcing
is not necessarily a stable long-term solu-
tion.

Scenario 2: Move Into the High-Value Market

This scenario is a response to the opportunities, and si-
multaneously seeks to treat the threat of Price Competition.
The idea would be to (a) change the product portfolio to the
high-value end of the market (through new product devel-
opment, relinquishing products inconsistent with the brand,
design excellence, reliable product, and marketing), (b) add
value to the customer in other ways, especially service, (c)
deliberately align the product/service with the NZ brand, i.e.
producing attributionally branded product. This scenario
presumes that product quality is essential, but the risk is that
it may be no more than a hygiene factor (i.e. necessary but
not sufficient for success) in the long-term, as ‘manufactur-
ing is no longer just about the physical product’ [10]. Thus
for a manufacturing organisation in a country like NZ where
costs are relatively higher than in Asia, success may not be
so much production of boxes of product but providing cus-
tomer solutions through the product and associated services.
This would seem to require an intimacy with the customer,
and perhaps a change in focus within the firm. To achieve
this would require staff capability for innovation.

Benefits: Long-term organisational viability. Ability
to respond to new opportunities in the
market due to retention of design and pro-
duction (plus their co-location). Moving
away from competing on the basis of cost
reduces the exposure to exchange rate fluc-
tuations, since the product/service is pur-
chased by on the basis of the customer’s
perceptions of intrinsic value rather than
primarily cost. This decision-path is en-
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couraged by the NZ state (through NZTE),
so support may be available.

Detriments: Transition to this mode of organisational
operation would require leadership, com-
mitment of staff, possible organisational
cultural change (new values and attitudes
of staff and the labour force, including
employment conditions), and sufficient re-
sources. It is a longer-term solution and
may be difficult to deploy if short-term
cash-flow is the reason the firm exists.

There is no guarantee of success.

These are simply two of many possible solutions. They
illustrate the complex choices facing the sector. It also illus-
trates the possibility of integrating scenario planning with
strategic risk management. The purpose of scenario planning
is to present possibilities for the future, perhaps even uncom-
fortable discontinuous change, so that participants can be
cognitively challenged early enough to effectively plan for
the risks. By presenting the above scenarios it is not sug-
gested that the firm has to follow only one of these; instead
the scenarios depict the extremes of the solution space. They
are intended as points of departure for solutions that may (or
not) include elements of these scenarios.

5. DISCUSSION
Outcomes

Several outcomes have been achieved here. The first is a
methodological contribution, whereby a conceptual model
has been described for strategic risk management. This pro-
vides a candidate theoretical foundation for the topic. Im-
portant characteristics of this model are its integration of
strategic planning with risk management, hence strategic
risk management (SRM). This has not previously been dem-
onstrated, at least not in the structured manner shown here.

The second contribution is an analysis of the strategic
implications for the manufacturing sector, specifically a case
study of a firm in the NZ context. Strategic management of
manufacturing is otherwise somewhat ad-hoc and poorly
integrated with risk management, and the model provides a
method that could help organisations navigate the economic
turbulence of the global manufacturing sector.

Limitations

It is important to realise that the process of creating the
conceptual model involved successive refinement, even re-
definition, of the model to explain the observed real system
behaviour. There was an inductive reconciliation with exist-
ing knowledge about the process being analysed. This, plus
the structural consistency checking of the IDEFO process,
reduces the chances of the model being in error. However
those chances cannot be eliminated altogether. Like any sys-
tem model, it is dependent on the on the perspective taken by
its architect and the modelling notion, and is therefore sub-
jective.

No claim is being made that this is the only solution
either: it is expected that there could be many valid models
of the process depending on the perspective taken and the
modelling notion used. For all these reasons, the author rec-
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ommends that the conceptual model presented here be con-
sidered conjectural: a subjective theory that is not obviously
invalid, has some practical usability, but which cannot be
considered proven or validated.

Implications for Practitioners in Manufacturing Firms

This analysis has been conducted at an overall strategic
level. It shows that decisions regarding manufacturing are
complex, and depend on situational factors, particularly what
decision-makers (e.g. executives and directors) perceive as
the purpose for the firm and the criteria of success. If the
corporate mind-set, whether consciously or not, is dominated
by short-term financial gain or competition on the basis of
cost, then decision-making is anticipated to favour defensive
strategies like outsourcing production to low-cost countries.

However, the analysis also shows that such strategies
may miss some significant longer-term opportunities. These
include expanding the offer-of-value made to the customer
through heightened understanding of customer needs and the
embodiment of that knowledge in better product design, pro-
vision of related products, and provision of relevant service.
Some of these opportunities, particularly the opportunity to
branch into service-provision, are not excluded by
outsourcing production. However, several of the design re-
lated opportunities are excluded, and may be difficult for a
firm to recapture later. Thus an alternative solution is pro-
posed whereby the manufacturer would concentrate on the
high-value end of the market (through design excellence,
reliable product, and marketing), add service and other value
to the customer, and produce attributionally branded product.

The work presented here has been conceptual and repre-
sentative, and to clarify the decision for a particular firm it
would be necessary to analyse the risks in further detail.
Subsequent project phases could examine the issues to finer
resolution and greater accuracy, and implement change, and
Appendix B suggests how this might be achieved.

Implications for Risk Management Practitioners in
General

A method has been demonstrated for strategic risk man-
agement. Tools for planning strategy, (e.g. SWOT, PEST)
have been integrated with risk management. The method
specifically addresses the organisational context. For exam-
ple a method is provided to align risk tolerances to organisa-
tional decision-making, from governance, management,
through to autonomous workgroups. On the treatment side,
scenario planning has also been integrated. The overall result
is an integrative methodology for strategic risk management
that has demonstrable usefulness in the manufacturing sector
and the potential to be applied to many other strategic set-
tings.

Implications for Further Research

This paper has shown how risk management is connected
to other organisational activities. This is a somewhat atypical
direction for risk management, which otherwise tends to
emphasise the technological risks or operator errors. A
methodology has been demonstrated whereby risk manage-
ment may be integrated with other areas, in this case stra-
tegic planning. More work of the validation type is required
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to move the model from a conjecture to an established
theory. Other work might develop additional tools for stra-
tegic risk management, or extend the integration to other
areas such as change management.

CONCLUSIONS

The paper makes a methodological contribution in sev-
eral ways. First, rather than concentrate on just the threats it
identifies the opportunities and specific mechanisms by
which they might be captured. This is somewhat novel in
that the risk assessment method [1, 2] provides little if any
guidance on methods for identifying opportunities. Opportu-
nities are indeed acknowledged by those methods but the
tools they provide are mostly focussed on identification and
elimination of threats. Throughout the literature the tools for
dealing with threats predominate over tools for opportunity.
The paper shows how practitioners may more deliberately
include opportunities in the risk assessment process.

The paper makes another contribution by developing a
theoretical model for intersecting risk management with
strategy formulation, in “strategic risk management’. Such an
intersection is not precluded by the existing risk management
literature, but is only partially developed. Risk assessment is
often premised on a clean rational process, with quantifica-
tion of the variables being perceived as the ideal. However,
at the strategic level the process is more complex as the vari-
ables cannot always be quantified with any confidence, and
the knowledge of how those variables interact is often sub-
jective rather than mathematical, i.e. high epistemic uncer-
tainty. This paper contributes by showing how strategic con-
siderations may be used in the risk identification and treat-
ment processes. It also shows how the perceptions of deci-
sion-makers (e.g. executives and directors) as to the purpose
for the firm may affect the criteria of success, their percep-
tions of threat and opportunity, and ultimately their strategic
responses.

A third contribution is in the way the paper specifically
addresses the risks faced by a manufacturing organisation.
Within the limitations of the data available for this analysis,
the results suggest that a strategy of outsourcing production
to a lower wage country is not the only possible solution for
a product-manufacturing firm. It may not be the best for the
longer term, precisely because it is a defensive strategy and
therefore precludes capture of certain other opportunities.

The fourth contribution is the provision not only of a the-
ory, but also an integrated set of methods for use by practi-
tioners. These methods are not prescriptive, but instead offer
suggestions that can be adapted to various situations. A sug-
gested project plan for deployment is also provided. While
the methodology has been illustrated by application to the
strategic risk in manufacturing organisations, it has the po-
tential to be used in other situations in response to threats
and opportunities that affect the long-term financial viability
of the organisation.

A. APPENDIX: COMPANY PROFILE

The firm under examination was selected as being repre-
sentative of many NZ industries. It manufactures refrigera-
tion and heating products for the light commercial market.

D.J. Pons

For example, the refrigeration products include storage and
display cabinets for supermarkets, restaurants, and food &
beverage processing industries, and the heating products
include industrial workspace space heaters. Most of the
products are provided in standard configurations, although
the firm will also produce custom-built units. The firm has
its own research & development, design, manufacturing, and
marketing capabilities. It is based in New Zealand and Aus-
tralia, where most of the customers are located. The distribu-
tion chain is primarily through wholesale to other vendors
and the building industry, and it has few if any direct outlets
to the public. It is a privately owned firm, and employs sev-
eral hundred staff. The company's core values include prod-
uct features (durability, reliability, safety, etc.), and techno-
logical innovation. The firm projects itself as primarily a
design and production organisation, being proud of its capa-
bilities in design, production capability, and quality accredi-
tation.

Looking at the overall exports from NZ one can see that
the products of this company would, fit into the category
‘Electrical machinery and equipment’ which is one of the
larger export categories. Furthermore, the refrigeration prod-
ucts are important in supporting the food-processing parts of
the economy. Consequently the firm has a significant market
in both direct and indirect contribution to exports.

As regards NZ exported goods, the main commodities in
2006 in rank order of value $(million) were: Milk powder,
butter and cheese 5,762; Meat and edible offal 4,500; Logs,
wood and wood articles 1,960; Mechanical machinery and
equipment 1,791; Aluminium and aluminium articles 1,261;
Fruit 1,161; Fish, crustaceans and molluscs 1,146; Electrical
machinery and equipment 1,045; Iron and steel and articles
729; Wool 689; All merchandise exports 32,430 [12].

B. APPENDIX: TERMS OF REFERENCE FOR FUR-
THER ANALYSIS

The analysis presented here is simply a start, and only the
high-level strategic issues are included. Furthermore, it is
based on representative information about the organisation
under examination, so in applying the method to other firms
the appropriate details would need to be included. Further
analysis would have the following objectives:

Project scope: Perform a risk assessment within the firm.

Deliverables: Risk management documents including
risk assessment, project plan for deployment.

Obijectives for the risk management team: Identify risks,
both threats and opportunities, determine likelihood and con-
sequence for each, assist executives identify their own risk
tolerances by which the risks may be ranked by importance,
provide evidence on which executives may make rational
strategic decisions, and assist executives in the management
of risks within the organisation as the strategic decisions are
implemented.

Knowledge and competencies required of risk team: Un-
derstanding of risk management practices, project manage-
ment knowledge or experience, organisational experience,
sensitivity to customer needs.
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Task Name

Risk management
Intiating event: Conceptual analysis
Start project
Set overall objectives
Establish team
Determine team members
Provide induction
Training on ASNZ4360
Training on project management
Perform high-level analysis
Establish executives' risk tolerance
Present high-level analysis
Identify areas for further analysis
Perform detailed analysis
Report results
Strategic decision-making
Plan for implemenation of strategic de
Closure of this stage
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Fig. (B1). Project plan for first stage of the project from initiation through detailed risk assessment, and stopping after the plan for the subse-
quent stage is complete. The content of that subsequent stage cannot be anticipated at this time as it depends on the decisions made during

the first stage.
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